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摘     要 
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行分析，针对其间存在的 PKI 互操作问题进行深入研究， 后提出利用中间
件技术来解决互操作问题，保障数据安全传输。 
首先讨论了现行电子政务数据传输模式中存在的安全隐患，并进一步分





不同 PKI 体系出于自身安全的需要，往往将一些特殊的安全策略写入 CA 颁
发的数字证书的扩展字段，造成了不同数字证书之间的互操作问题。而数字
证书的互操作问题正是造成 PKI 互操作问题的根源。结合国内 PKI 应用实
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Abstract 
In recent years, building E-Government have already become a hotspot in 
ourgovernment informalization developments, but the information system 
security of E-Government becomes a problem. Information security is an 
important issue in E-government systems in order to provide reliable services to 
the public. In a cross-department scenario, how to ensure the confidentiality, 
completeness, validity and non-repudiation of digital information is even more 
challenging.   
On the analysis of data transmission’s security strategy, The paper makes 
in-depth study in interoperability of PKI and makes use of middleware 
technology to solve interoperability issue and guarantee data security.   
Firstly, the paper discusses the security issues faced by E-government 
systems， and further analyses the data transmission models’ security and 
limitation. 
Subsequently, the paper describes that the adoption of PKI for protecting 
electronic transactions will increase and more organizations will establish their 
own PKI for policy and business reasons. As a result, interoperability of the 
different PKI will become a major barrier to the development of E-government 
systems. Then, from the mutual aspects (the framework, the source and the 
solution), the paper makes in-depth study on PKI interoperability. Through 
detailed analysis of the digital certificate in ASN.1 format, and the experiment 
of certificate comparison, we find different PKI systems for their own security 














IV                                 
certificates issued by their CA, resulting in the interoperability between 
different digital certificates. It is the digital certificate interoperability caused 
PKI interoperability. The paper discusses the viability of the foreign settlement  
methods in China. 
Finally, through the analysis of the existing interoperability between 
E-government application layer and PKI layer, The paper proposes the use of a 
middleware approach, for addressing the interoperability challenge at the same 
time guarantee the security of electronic data transmission .  
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4、通过 ASN.1 详细分析数字证书格式内容，分析 PKI 互操作性问题的
产生根源，进一步说明解决电子政务数据传输安全问题的关键是解决 PKI
互操作性。 
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发票为例对基于同一 PKI 体系的数据安全传输模型进行研究，明确提出 PKI
互操作问题是电子政务安全系统的瓶颈之一。 
第四章结合实验具体分析 PKI 的互操作性，从理论框架、具体表现、产
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1．用户端的安全威胁 用户端的计算机上显示的内容主要是 WEB 页面，
这些页面既有静止页面又有活动页面。静止页面是安全的，安全威胁主要来
自于活动页面。活动页面是在页面上嵌入对用户透明的小应用程序，包括 
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